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(54) METHOD FOR MONITORING CONNECTION ACTIVITY 

(57)Abstract 

PROBLEM TO BE SOLVED: To decrease frequency in 
the transmission of monitor signals by sending the 
monitor signals normally only to some of a plurality of cu> 
connections with one computer in such a case. 
SOLUTION: Connections 13, 14, and 15 are established 
between computers 1 0 and 1 1 and the computer 1 0 
stores connection identifiers in the activity monitor 
management table corresponding to the IP address of 
the computer 11 (500). Then the monitor signal is sent 
normally to one connection selected out of the three 
connections which are already made with the computer 
1 1 (501). If a fault is detected at the connection 13 
(501), the monitor signal is sent even to the connections 
14 and 15 which are established with the computer 11 
(503). Consequently, the frequency of monitor signal 
transmission is reduced to 1/n. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is the connection activity monitor approach usually characterized by detecting a 
failure by transmitting a supervisory signal only about some of the connections at the time when 
two or more connections exist between computers in the connection activity monitor approach 
of communication system. 

[Claim 2] It is the connection activity monitor approach characterized by transmitting a 
supervisory signal about all the connections established between the computers acting as a 
failure, and detecting a connection's failure in the connection activity monitor approach 
according to claim 1 when a failure is detected in one of connections. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the connection activity monitor approach of 

communication system. 

[0002] 

[Description of the Prior Art] The keep alive of TCP/IP (TransmissionControl Protocol/Internet 
Protocol) is in one of the connection activity monitor approaches. Keep alive will transmit a 
supervisory signal, if the data transmitted to a fixed time amount communication link place 
calculating machine are lost, and it is judged that the connection failure generated the 
calculating machine which received the supervisory signal when a letter was answered in a reply 
signal when a connection's condition is normal, and a reply signal was not answered. 
[0003] Use of keep alive raises communication link cost in the network charged to a rise of a 
network load and a packet by transmission and reception of a supervisory signal or a reply signal. 
Therefore, when it mounts keep alive by RFC1 122, the application program is set to be able to 
choose whether keep alive is performed for every connection. 
[0004] 

[Problem(s) to be Solved by the Invention] In the communication system used on basic business 
etc., the activity monitor of a viewpoint to the connection who detects a failure certainly is 
required, by the conventional approach, will transmit a supervisory signal through all connections, 
and has the problem that a network load and communication link cost go up. 
[0005] 

[Means for Solving the Problem] Since a connection failure is mainly generated with a network 
out of order or a computer failure, when two or more connections are established among one 
computer, the need of performing an activity monitor through all connections is low. Therefore, 
when a connection [ finishing / establishment ] is managed and two or more connections exist 
among one computer, a supervisory signal is transmitted only about some of the connections at 
the time, and it usually reduces the count of transmission of a supervisory signal. When a failure 
is detected through one of connections, a supervisory signal is transmitted about all the 
connections established between the computers acting as a failure, and failure detection in all 
connections is realized. 
[0006] 

[Embodiment of the Invention] Hereafter, the example of this invention is explained. 
[0007] Drawing 1 is drawing showing the example of a configuration of the network in the 
example of this invention. The computer 10 is connected with the computer 1 1 through the 
network 12. A connection 13, a connection 14, and a connection 15 are connections all 
established from the computer 10, TCP port 101 of a computer 10 and TCP port 102 are 
connected with TCP port 111 of a computer 11, and TCP port 103 of a computer 10 is 
connected with TCP port 112 of a computer 11. 

[0008] Drawing 2 is the block diagram of a computer. In drawing 2 , a computer consists of the 
supervisory-control section 21 and the protocol processing section 23. The protocol processing 
section 23 performs communications processing, such as release of establishment of a 
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connection, data transfer, and a connection. The signal-processing section 24 in the protocol 
processing section 23 performs transmission and reception of a supervisory signal and a reply 
signal. The supervisory-control section 21 controls transmission of a supervisory signal using the 
signal-processing section 24. The activity monitor managed table 22 is a table which manages a 
connection [ finishing / establishment ], and exists per IP address of a communication link place 
computer. 

[0009] As shown in drawing 2 , the activity monitor managed table 22 consists of a computer 
stored in the IP address storing field 221 which stores the IP address of a communication link 
place ComputerLand the IP address storing field 221, and a monitor candidate list 222 which 
stores a connection's [ finishing / establishment ] connection identifier. 
[0010] Drawing 3 and drawing 4 are the flow charts showing processing of the supervisory- 
control section 21 and the signal-processing section 24, respectively. 

[001 1] Next, actuation of each part of drawing 2 is explained using the flow chart of drawing 3 
and drawing 4 . 

[0012] In drawing 3 , if the protocol processing section 23 establishes a connection, connection 
establishment will be notified to the supervisory-control section 21 (step 300), and the 
supervisory-control section 21 will search the activity monitor managed table 22 corresponding 
to the IP address of a communication link place calculating machine with reference to the IP 
address storing field 221 (step 301). A connection identifier is registered into the tail of the 
monitor candidate list 222 when retrieval is successful (step 302) (step 304). When a 
corresponding activity monitor managed table does not exist but retrieval goes wrong, an activity 
monitor managed table is newly generated, the IP address concerned is set as the IP address 
storing field 221 (step 303), and a connection identifier is registered into the monitor candidate 
list 222. 

[0013] A time-out is notified to the supervisory-control section 21 at fixed spacing (for example, 
60 seconds). If a time-out is notified, from the monitor candidate list 222 of each activity 
monitor managed tables 22, every one connection who is a no-transmission state will be chosen, 
and the supervisory-signal transmitting directions to the selected connection will be performed 
in the signal-processing section 24 (step 305, step 306, step 307). How to choose from the 
monitor candidate list 222 the connection who performs supervisory-signal transmitting 
directions is shown in the flow chart of drawing 6 . 

[0014] Drawing 6 is shown about how to choose equally the connection who performs 
supervisory-signal transmitting directions. First, the connection identifier of the head of the 
monitor candidate list 222 is moved to the tail of a list (step 600). Next, it judges whether the 
connection of the head of the monitor candidate list 222 is a no-transmission state (step 601), 
and if it is a no-transmission state, supervisory-signal transmitting directions will be given to the 
connection (step 602). If it is not a no-transmission state, the connection identifier of the head 
of the monitor candidate list 222 will be moved to the tail of a list (step 600). 
[0015] It repeats until the connection of a no-transmission state finds the above processing. 
However, when the connection who is a no-transmission state does not exist on the monitor 
candidate list 222, supervisory-signal transmitting directions are not performed. A connection's 
connection identifier chosen as the head of the monitor candidate list 222 by the above 
processing is registered, and the connection who is a no-transmission state can be chosen 
equally. How to choose the connection to whom the condition of all the connections on a 
monitor candidate list is judged, and the communication link is not most given for a long time 
besides the above-mentioned selection approach etc. can be considered. 
[0016] In drawing 4 , if the signal-processing section 24 receives the above-mentioned 
supervisory-signal transmitting directions, a supervisory signal is transmitted to the directed 
connection, and in order to supervise a reply signal, a watchdog timer will be started (step 400, 
step 401, step 402). 

[0017] If a reply signal is received, the signal-processing section 24 will stop a watchdog timer, 
and will perform a normal completion report in the supervisory-control section 21 (step 403, step 
404, step 405). The supervisory-control section 21 does not transmit a supervisory signal about 
others and a connection, when a normal completion report is received (step 308). 
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[0018] When the time-out of a watchdog timer is notified to the signal-processing section 24, 
connection release processing according to (step 406) and a TCP protocol is performed (step 
407), and the notice of a failure of the connection concerned is performed in the supervisory- 
control section 21 (step 408). The supervisory-control section 21 deletes the connection 
identifier of the connection acting as [ list / 222 / of activity monitor managed tables 22 which 
correspond when the notice of a failure is received (step 309) / monitor candidate ] a failure 
(step 310), and performs the supervisory-signal transmitting directions to all the connections 
stored in the monitor candidate list 222 in the signal-processing section 24 (step 311). 
[0019] The protocol processing section 23 will notify a connection release to the supervisory- 
control section 21 and the signal-processing section 24, if a connection is released. If a 
connection release is notified to the supervisory-control section 21, a connection identifier will 
be deleted from the monitor candidate list 222 of corresponding activity monitor managed tables 
22 (step 312). If a connection release is notified to the signal-processing section 24, a watchdog 
timer will be stopped when the connection concerned is supervising (step 409, step 410). 
[0020] Next, the sequence in the configuration of drawing 1 is explained using drawing 5 . In 
addition, the case where drawing 5 detects a failure by the computer 1 0 is shown. If a 
connection 13, a connection 14, and a connection 15 are established between a computer 10 and 
a computer 1 1, a computer 10 stores a connection identifier in the activity monitor managed 
table corresponding to the IP address of a computer 1 1 (step 500). 

[0021] Usually, a supervisory signal is transmitted to one connection who chose by the approach 
shown in the flow chart of drawing 6 among three connections [ finishing / a calculating machine 
1 1 and establishment ] at the time (step 501). If a failure is detected through a connection 13 
(step 502), a supervisory signal will be transmitted also about the connection 14 and connection 
1 5 who have been established between computers 1 1 (step 503). The failure detection in all 
connections becomes possible by the above processing. 

[0022] In this example, when two or more connections are established between the same 
computers and n connections are established between the same computers in order to transmit 
a supervisory signal to coincidence only through one connection, compared with the time of 
transmitting a supervisory signal, the count of supervisory-signal transmission can be reduced to 
1/n through all connections as usual. Moreover, since it is possible to shorten transmitting 
spacing of a supervisory signal to 1 conventional/n, without making the count of transmission of 
a supervisory signal increase, it is also possible to detect a failure at an early stage 
conventionally by shortening transmitting spacing of a supervisory signal. 
[0023] 

[Effect of the Invention] Since according to this invention the count of transmission of a 
supervisory signal was reduced when two or more connections were established between the 
same computers, a network load required for failure detection and communication link cost are 
mitigable. 
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DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the example of a configuration of the network of this invention. 
[Drawing 2] It is drawing showing the example of a configuration of the computer of this 
invention. 

[Drawing 3] It is the flow chart of the supervisory-control section in an example. 

[Drawing 4] It is the flow chart of the signal-processing section in an example. 

[Drawing 5] It is drawing showing an example of the sequence diagram of the activity monitor in 

an example. 

[Drawing 6] It is a flow chart showing the selection approach of the connection who performs 
the monitor in an example. 
[Description of Notations] 

10 — A computer, 11 — 101 A computer, 102,103,1 1 1,1 12 — TCP port. 1 2 — A network, 1 3, 14, 
15 — A connection, 21 — Supen/isory-control section, 22 — An activity monitor managed table, 
221 — An IP address storing field, 222 — During a monitor, connection identifier storing field, 
223 — An established connection identifier storing field, 23 — Protocol processing section, 24 - 
- The signal-processing section, 300, 301 ,'302, 303, 304, 305, 306, 307, 308, 309,310,311,312 — 
Each processing step of a flow chart, 400, 401, 402, 403, 404, 405, 406, 407,408,409,410 — Each 
processing step of a flow chart, 500,501,502,503 — Each processing step of a sequence diagram, 
600,601 ,602 — Each processing step of a flow chart 



[Translation done.] 



http://www4.ipdl. ncipi.gojp/cgi-bin/tran^web_cgi_ejje 



2006/11/21 



09)B*n#fttT up) 02) Q ^fj ^ |f ^ ^ (a) aimwmm&m^ 

#812000-305876 
(P2000- 305876 A) 

(43)&jB B ¥f&12#ll n 2 B (2000. 11. 2) 

(51)Inta 7 ®$\Vft FI f-73-F*(##) 

G0 6F 13/00 3 5 1 C 0 6 P 13/00 3 J1N 5B0 4U 

15/177 6 7 6 15/177 6 / 6F 5B089 



§ESES^ im$. »*JRO»2 OL (£ 9 J© 



(21)ffiS*^ 


»R¥11- 117662 


(71)ffl®A 


000005108 








*S^tBUJS^»r 


(22)tfliSB 


¥l£ll^ 4H26B (1999. 4. 26) 




















»^;iii&«STfrF«aFS"rr503osia t* 
















m*. mi 








»j^;i|««ISTfrF«KF«"iT5030Sia «c 








sS^tfcB&smJrv:? h^ x y*i!isi*g 






(74)ttffiA 


100075096 














F^-A(##) 5B045 JJ02 JJ12 JJ14 








5B089 GA01 GB02 HA01 JB17 KA07 








KC28 KC47 UCQ2 



(54) [&W<DZ,mi n*9isn>&W£WJ& 



(57) [Sti] 



2 



1 1 PTKW;MMB>H»2 2 1 | 



Ea«S'JX>-2 22 



a * * a 




* 5> -> 9 









!(2) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 



i tt*3S 2 ] m&m 1 1 emo 3 * ? ^ 3 vvg»^^r& 
±•3*?^* yiz^xmmm^zmmL. a^^ 3 

[0001] 

?~>3 ymmmm-xmizm-t h . 

[0002] 

[ mk<Dtm ] 3 * 9 is a >VS»^^&C7) — ptc T c 
P/I P (TransmissionControl 
P r o t o c o 1 /\ n t e r n e t Protoco 

[0003] *-7T?j yz&mi-h t . i^fi-^ 

^ff-^iltSfi^J: 9*-y h"7-?ft?t<7)Jh#k SIX 
-y h izft LXmiEtZ * •/ h «7— ? tCfc^Tiim^ 
■X 3s&*±#-*-4 . ±->T. RFC 1 1 2 2(Ci O^r-T 

mmx-% h «t o izfeih t>nx v ^ . 

[00 04] 

4> n * ? is 3 > wgi&ggffltisewr* o . m&yjimx' 
iz£3*?^s>x'mm-s§-$:mmi-?>zkiz%r). * 

. 

[0005] 

[BB^IHfe'*-4fctf>0#«3 n^^^sVRWii. ± 

<onM-&t<Dmi,zi$&<7>zi*7is3 ytfm&Lx^&m 
at. ■h>3*?zs3>xis®&mi:fto!&m&im^. «* 



[0006] 

[00071 01 lt*9mvmtffltz&tfh * -y h "7- 
?*)«j£0B£**H-C&4. ftJURl OliftStfil 1 £ 
*-yh7-?12£jtLxmmZtLX^&. =t*7is3 
VI 3. 3^y 3 yi4, ^;y 3 >l 5tiWfft 

1 OOTCP-f-h 10 1, TCP^f-H 0 2lt ff 

nmi iotcp^-m i lttmzti. wmmio 

OTCP,1f-b 1 0 3{±ffSai lOTCP^-h 1 1 
2tjm2tlX^2>. 

[0008] 02 (iffSLS^ffi^iaT'*) S . 0 2 tcfcv > 
T, tttmttiS£ffiflftt2 1 t/D h?}VimM2 3*» 

com±. ^*?i/3 ywMtmemmam 

StiJll« i i^7 i -r;P2 2ii, vttm*v>3*?is 
3 -f—^-Cfe 0 . afiSttWtKO I PT 

[0009] H2(C^-TJ: ^ *C?g|MBa < Plf— 
2l4jtfi5feWt«W)I PTKPX^tS*tTS IP7KI/ 
^tt»a«22 1, I PTH^IS«HS«2 2 1tC«tt 
$ irT v ^ itnm. t mi.m *><r> a * ? 3 ><7) a * ? ^ 

a zmm~z> miim u x h 2 2 2 

[ 0 0 1 0 ] H3 . H4ti^-€ f ilKiglW»«2 1 . (I 
#3JaaSS2 40«MSr«-r7Q-f-r- hX'$>&. 
[00 1 1 3 <ZI,zm3. I4^)7n-ft-h^ut 

[00 1 23 03tCi5V^T. 7"ohn;U«iagP2 3(43 

>m:zm%ii, (^77300) , M«0jffli^2i 

it. I PTH^«aWW*2 2 l ^#h§L. afi^fefi-S: 
»^ I P7HI/X izttfc-f h vSW^^'SSt" — 7*;U 2 2 

s-Enrra (xf773oi). sawjeajLfc*^ 

(Xf77302) fig«^MUXh2 2 2<7)5KStC3 
^^yayiSPIfStS Uf77304) . *ff5 

•^•{4, «%WaBEa«3B-f--7'/^^|«LSKI PT 
h'l/XS: I P7h'UX^«2 2 ltC^L (Xx-y 
73 03) . l£«^fii'J^h2 2 2lC3^^3 V^SO 

[00 1 3 3 £ffiiE!imK2 1 ^(4-^HH! ( «?9^(f 6 0 
#) T^-f AT-7h^*aa$n^>. AT'>h* < aft] 



!(3) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 



h 2 2 2 t>$mm#mx-i> ia^^s^i^to 

306. XT773 07) . KR«t«yxh2 2 23&»4> 

H6W70 — — Mw5^"$". 
[00 14] 06 fctfS»«#iSffiJBjj**fH 3**^3 

m%mVxh2 2 2<D2ffl<7)a*?isB>WM=F£ l JX 

y X h 2 2 2 OftSIfta g y#g£M3RttT-& & 

*«l (xx-yr6o i ) . *mmvmx'htui*e> 
2 ) . asiflm?&frfitHHaifRM y x h 2 2 2 ^ 

SB^a^^^HyiSSe^^yxhco^^Srr^ 
T77600) . 

[0015] !JLhO«ia^«E3ift«®03^^ ^ 3 yifi 

tz-BM-t. tztiL. mmm y x h 2 2 2± 

iZtmmS&TSi & 3 * 9 is a L=5r V ^t^-cr 

tt,.E«fi-f«efBwt4ff*>*v^ EUiftKSlfcJ: OH 
y ^ h 2 2 2 05feHlcSJ(? L*: 3 * ? ^ 3 ><7) 3 

* ? ^ 3 ymfrtfrnmnti. $mmvtmx$>& 3 
> 3 > zimizmm- s i t a*-c-£ •?> . jjKaaosrisia 

[ 0 0 1 6 ] 04 fcSWt . fl-f-^SP 2 4 #*±IEi£8i 

1S$rt& (X-r-y 74 0 0. Xf774 0 1, Xf 7 7 
402) . 

[0017] fi-wisp 2 4 wtfsws^fcfte-*-* k . 

fid (XT774 0 3. Xf 774 04, Xf7 74 0 
5) . i£H3Hj*8fgP2 Hi. jE«^T«§ JSWci^ 
03^^^3>icpv^T{i^fi^-{iSlfiL : S:V^ (^f 
77*3 08). 

[0 0 18] iS-^r^SMa^ 2 4 tcStS^ ■< ~Z<T)-94 A T 1 ^ 
h*«3I$ai3*lfc*6tt (Xf774 06), TCP To 

4 0 7), BftfMfftf 2 1 fciSRa*? S'a >ft»«I 
ttSrfrS Uf77408) . M«$fJffilgP2 Ui. 
»*D£Stt£k (XT773 0 9) ^J5-r^.vgi&SS« 

Sx-7";U2 2<r>m$Lmmv x h 2 2 2 HWi4o 

*3*?^ 3 ><03*7^3 >1^-?£fi!l|&L (Xf7 

7310), H«^yxh2 2 2t1§#i$ixTV^^ 

Ton ^ 3 yizm-hm.wm^mmt^mm^>sm 

t8>24\,Z?ro (XT773 1 1). 
[00 19] To h3;Wt>MgB2 3143*7^3 



3 ymmzmmtz . Emma 2 1 3 >-» 

2&#5I*fl£iT.Sk. »JE«-*i§lMajnPS7--7VP2 2 

ftESfiany* h 2 2 2*»4>3^^^ g ymi?£nm 

~th (Xf773 12). m-l-^SSI524tC3^^3 

ymffifffiaztiz t . S^3 ^ 3 y#i£H4"OJ§ 

•&(4K«^^v^ff±-ri, Uf774 0 9,Xf77 
4 10). 

[0020] mzm 5 Srffl WC . 0 1 <?!)ffi«-eO^-^ 

l>^-to^T^LTS)^. fttMSl OfcfttWSl It 
<7)StC3^^^3 >-l 3, 3^i/gyi4, 3*?>' 

3 y 1 stfWiSfi* k , stMM l Oiiff-gS ll^l 
P T H U-x tcStiW & mm&mmrr-7Mz a*?*/ 
3yms>fr£tmtz> Uf775oo . 

[0021] ii?£B#tiff-g:&l 1 kifcfcar*<03-?O3 
^ 3 >C7) 5 *>06 070-f+- b LtzJjmX' 
StRL^lo03^^ 3 ^titLT. l^S«-^$rilim 

-ts (xf775oi ) . 3*? >-3 ^ 1 3x-m<mztk 

lil-r&b (XT775 02) , tfJHSl lfcOH^Sii: 
ITV^3^^3>14, 3^^>-3>-l 5tCOV^T 
tir^fi-f-^Mfi^S Uf7750 3) . liLtcojas 

[0022] *gsttwcii. ft«ayafc:iwt^>3* 

^>-3>-^5lti$ixT^-|>%^, RI^Ftti: — ?03*? 
^ 3 v«fttTKa«^ SriHfrn> t:#> , H-IMMiBUc 
n*^3^i7^3>-* J ?£iL-C^|,i:#{i, S^yiO^: 
T<7)3 ^ 3 ^TUSm-f-SriUm k S Jt^. K 

am-fiMmniasr 1 / n iznmtz zttfx-zz. t 

[0023] 

3^.^ 1^3 ^TiiiLTv^^c il«fi^-oiMfilHl 
[HBOfSmSrifcHH] 

[iai ] *^Hjc7>^.y vv-?<7ymmm:m.~mx'h 

[03 ] siit«fc:*j»t&saH»!i»af^)7Q-f-v-bT 
[04 ] mmmiz&ii&m^tm&nyv-^-hX' 

[05 ] ^JSfOti5^l»vS»H«<7)^-^>x0O-^I 

zm.-rmx'h&. 

[ 06 ] I.HmSrtT a 3 3 y<7)ggi 



'(4) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 



10-fttHH, 1 l-fttW». 10 1, 10 2, 10 
3, 111, 112— TCP;*— K 12-*7h7- 
13, 14. 15-3i?y 3 y > 2 1-H1» 
SB. 2 2-<<mmWm£T—7)\s^ 221-IP7K1/ 
*tt#WW*. 2 2 2-ggt3^ is 3 yttsmstfrfB 
tf . 2 2 3-«t83*?5/ a >HtS!HP««l««, 2 3 

-yah=i^mm^. 2 4—m^&mu. 300, 30 

1, 302, 303. 304, 305, 306. 30 



7, 308, 309, 310, 31 1, 3 12-7D- 

hco^axx 77, 400, 401, 402, 
403, 404, 40 5, 406, 4 0 7. 4 08, 4 
0 9, 4 1 0-7O- h<9#M*i.X-r -y 7\ 5 0 
0. 50 1, 5 0 2. 5 0 3-y-^y^i(7)«!Hx 
T77« 6 0 0, 60 1, 6 0 2-7D-f+-h^ 
iiXT77. 



[01] 

HI 




:(5) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 

[02] 

12 



e«m«»2 i 



7— -7)12 2 



1 P7 KP-X»JK^«2 2 1 



Sg#Mt'JXh2 2 2 



3 * ^ -> 3 




3 * {? V- 3 









'(6) 000-305876 (P2000-305876A) 



[033 
S3 



3 0 4 



I 



3 0 3 



3 0 5 



\ 



3 0 8 




3 0 7 



— 309 

NO <3t*»3>#*> 



3 10 
3 11 



9 



3 12 



S5« 



!(7) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 





:(8) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 



[15] 



f 

** HOI 



It 500 



< 



f-r juc 3***3 



r 



xf?r sol <^ 



V. 



xt*t 502 



Xf 77" 503 



r-mi *r-ni2 



•'(9) 000-305876 ( P 2 0 0 0 - 3 0 5 8 7 6 A ) 




